HIGHER EDUCATION RISK REGISTER ANALYSIS
Managing risks effectively, efficiently and proportionally – 2016 analysis
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The higher education (HE) sector landscape continues to evolve,
presenting new risks that need to be identified and managed. As the
Higher Education and Research Bill becomes an act of Parliament,
the architecture of the sector will change. In light of growing
competition and increased student choice, institutions will need
to understand and manage the implications of the new Teaching
Excellence Framework and how the new Office for Students and
UK Research and Innovation will operate. This is coupled with plans
for HE institutions to be more involved in schools and the potential
for further explicit stipulations in future should institutions wish to
charge higher tuition fees.
All this comes at a time when the future of Britain’s position in Europe is
uncertain, which has clear implications for a sector that increasingly looks at
student recruitment and partnerships outside of the UK. The Prime Minister’s
speech on 17 January 2017 set out the negotiating objectives for leaving
the European Union including withdrawal from the single market alongside
‘controlled immigration’ however, the impact for students from the EU wishing
to study in the UK is not yet clear.
Therefore institutions need to look for opportunities, such as closer partnership
working locally, to facilitate progression to the institution as well as potentially
developing a higher apprenticeship offer to take advantage of the Apprenticeship
Levy and providing provision for young people who choose a technical or
professional route.
It is timely then to take a further look at the strategic risks faced by our HE clients.
We last looked at institutions’ risk registers in 2014, where we provided an analysis
of those core risk themes in 2012, 2013 and 2014. In our latest analysis exercise, we
have looked at the strategic risk registers¹ at 18 of our HE clients in 2016, examining
a total of 414 individual risks.
Lisa Randall
National Head of Education

¹ Our analysis is formed of a review of our HE clients’ strategic risk registers. Any reference to risk
register contained in this report refers to the HE institutions’ strategic risk register.

KEY RISK THEMES
In undertaking our analysis we have again classified each risk by theme. The graph below shows the
breakdown of the major risk themes across the risk registers reviewed and provides a comparison against the
key themes identified in 2014, 2013 and 2012.
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Our analysis of 2016 risk registers show that finance, organisational factors, estates and people related
risks continue to be significant risk areas for institutions. Yet, our latest analysis highlights some changes
in risk profile and arising issues, which we will examine in further detail.
TOP FIVE THEMES IN 2016

TOP FIVE THEMES IN 2014

TOP FIVE THEMES IN 2013

TOP FIVE THEMES IN 2012

1

Finance

Finance

Finance

Finance

2

Organisational factors

Organisational factors

Organisational factors

Organisational factors

3

Student numbers

Estates

People

People

4

Estates

People

Estates

Estates

5

People

Internationalisation

Internationalisation

IT

Fig 2: Comparison of the top five risk themes when analysing the number of risks in each category
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In 2016 the greatest
number of risks
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finance; a continuing
theme since 2012
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Our latest analysis reveals there
to be 414 individual risks spread
across 18 risk registers. This
represents an average of 23 risks
per risk register. While some
risk registers were shorter and
more succinct, others contained
a significant number of risks. We
would encourage institutions to
consider the length of their risk
registers and ensure it contains
only those risks considered to be
the most pressing and requiring
attention and that it maps across
to strategic objectives.
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Fig 1: Percentage breakdown of all risk themes across risk registers
The outcomes of our analysis of 2014, 2013 and 2012 risk registers were published as one comparative report. Given the significant sector changes taking
place, a further analysis of risk registers in 2016 provided a natural opportunity to again trace risk themes and movement and in so doing, allows us to provide a
further comparative report.
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Fig 3: Comparison of finance risks in 2016, 2014, 2013 and 2012 risk registers

At 15 per cent in 2016 (or 62 risks out of 414), finance
associated risks were fewer in number than in 2012, 2013 or
2014. Yet despite this fall, finance associated risks continue to
be the most prevalent risk area on institutions’ risk registers.
The Higher Education Funding Council for England (HEFCE)
describes the sector as being in a financially ‘stable’ position
overall, yet institutions’ financial forecasts for the period
2015-16 to 2018-19 highlight ‘increasing variation’. Forecasts
show a fall in surpluses and cash levels, which together
with an increase in borrowing, leads HEFCE to conclude
that the sector is signalling ‘a general weakening of financial
performance and a trajectory that is not sustainable in the
long term.’² What the forecasts do not take into account
is the full impact and implications of the UK’s decision to
leave the European Union. Much of the forecast data was
compiled before the referendum vote and there still remains a
significant amount of uncertainty in terms of future outlook.

Our latest analysis shows that the majority of finance related
risks focus on budgetary management. Whilst many of the
risks we found were similar in nature to those recorded on risk
registers in 2012, 2013 and 2014, we did identify more risks
in relation to pensions and potential pension liabilities. There
are concerns that pension provision may be unsustainable,
particularly in light of rising staff costs. The March 2014
actuarial valuation of the Universities Superannuation
Scheme (USS), the largest multi-employer pension scheme
within the sector, highlighted a deficit of £5.3bn however
the USS accounts for the year ended 31 March 2016
reported the deficit to be £10bn. HEFCE notes that ‘this
not only demonstrates the significant level of volatility and
uncertainty in these valuations but indicates the sector will
have to take further action to provide for increasing pension
deficits, resulting in further increases in pension costs.’³

The importance of appropriate
and sufficiently robust budgetary
management processes cannot be
overstated. There needs to be clear
engagement with budget holders and
as institutions work to agreed budgets
there should be a process of validation
checks to ensure the accuracy of figures
and any cash flow variances (between
actual and budgeted) should be fully
explained. This, together with a formalised
monthly timetable for the distribution of
management accounts, helps institutions
to work towards delivering the agreed
budgets and to take preventative action
where this is needed.

² HEFCE ‘Financial health of the higher education sector, 2015-16 to 2018-19 forecasts’ November 2016 p11
³ HEFCE ‘Financial health of the higher education sector, 2015-16 to 2018-19 forecasts’ November 2016 p10
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We also found that risks associated with government
funding/policy had increased, from 11 per cent in 2014 to 16
per cent in 2016, and there has been an 8.5 percentage point
increase in risks regarding the economic climate and overall
financial health. Key risks relate to:
•• the Higher Education and Research Bill and in particular
the introduction of the Teaching Excellence Framework,
which could impact upon student numbers and income.
Government policy seeks to place a greater emphasis
on quality but there are concerns this may cause
reputational damage, which in the longer term may
lead to lower levels of student enrolment and therefore
reduced income. However, while a greater focus on
quality may increase costs, it may also encourage new
applications, as students seek out the best courses and
learning environments;
•• reductions in government funding, and/or that
institutions may be unable to respond appropriately to
national strategic changes; and
•• a failure to manage financial uncertainty and ensure
adequate surpluses; the wider impacts of a challenging
economic climate; and achieving financial sustainability
in what is becoming an ever increasingly competitive
environment.
Following a peak in 2014, finance risks focused on
opportunities and income maximisation have reduced
to 11 per cent in 2016. This may be a reflection of the
increased emphasis on simply managing budgets in light
of significant sector changes. Opportunities and income
maximisation risks continue to focus on a failure to seize
enterprise related activity and the potential cost benefits
they hold. There are concerns that institutions will fail
to increase income from research activity, and/or that
current income streams reduce.

There should be a balanced
approach to VfM, where costs
and their link to outcomes
should be clearly understood.
Yet a clear, focused VfM
strategy can deliver multiple
benefits that are much wider
than cost and efficiency
savings, important as they
are. VfM can reduce strategic
and operational risk and
lead to improved regulatory
compliance, and align to fit for
future strategies.

We were surprised by how few institutions made direct
reference to delivering value for money (VfM) or the
VfM strategy, particularly as it closely aligns with
financial budgeting.
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Fig 4: Comparison of organisational risks in 2016, 2014, 2013 and 2012 risk registers

In our latest analysis, risks relating to organisational factors
such as internal governance and resources accounted for
13 per cent of all risks (or 56 risks out of 414). The majority
of organisational risks focus upon institutional governance
(41 per cent), including: a failure to implement policies and
procedures, or that procedures in place are ineffective;
failure to deliver strategic plans; ineffective governance
processes leading to internal system failure, which in
turn negatively impact on performance; an inability to
appropriately assess performance related information
leading to poor decision making; and a lack of engagement
between internal teams which may hinder institutions as
they seek to achieve strategic aims.
Risks relating to institutional disruption have been
increasing since 2012 and in 2016 account for 20 per cent
of all organisational associated risks. Many of the risks are
centred upon business continuity planning, which may not be
sufficiently robust to safeguard institutions in the event of a
major unforeseen scenario.
16 per cent of organisational risks focus upon reputation and
competition. Our analysis of 2016 risk registers highlighted
more risks than in previous years regarding graduate
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employability; there are risks that graduates fail to find
suitable graduate level employment and institutions fail to
meet external graduate employability benchmarks. This
clearly has reputational consequences for institutions and is
a further challenging metric in an area that is receiving wider
debate in recent times.
Nine per cent of organisational risks were in relation to staff/
student welfare. There are risks that institutions fail to provide
adequate support to students with disabilities or mental
health needs or that a serious injury is incurred by either staff
or student and institutions fail to respond appropriately.
As anticipated, some of the organisational risks highlighted
in our previous analysis remain, such as: timetabling systems
that are inefficient; and ineffective change management as a
result of staff being overstretched and therefore not able to
make the gains they would like.

As the HE sector continues to navigate through a
changing landscape it is important for institutions
to ensure their governance processes are operating
effectively. The governing body must clearly set its
expectations, be assured that its internal structures
and processes are appropriate and that vitally risk
management and internal control systems are
robust. Governing bodies must not only be assured
that these systems are in place but that they are
operating as they should. With this aim a periodic
review of governance effectiveness is beneficial
in highlighting areas for enhancement, and is
good practice in demonstrating a commitment to
continuous improvement.

Our analysis of 2016 risk registers
highlighted more risks than in
previous years regarding graduate
employability
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Fig 6: Analysis of the number of student number risks in 2016, 2014, 2013 and 2012 risk registers

10 per cent of risks in 2016 risk registers (or 43 risks out of 414) directly relate to student
numbers. This represents a six percentage point increase since 2014. This may well be a
consequence of continuing HEFCE teaching grant reductions, the removal of the student
number control and the competitive student recruitment market.
Whilst 532,300 people entered HE in the UK in 2015, the population of 18 year olds
is predicted to decline by approximately one to two per cent each year until 2020⁴.
In adding a further layer to an already competitive student recruitment market,
predictions show there simply will not be the pool of 18 year olds available for entry
into HE that there has been previously in the UK.
Our analysis shows that 44 per cent of student number risks were directly related to
a failure to recruit students at either undergraduate or postgraduate level. Since 2012
student number risks have been growing, increasing at a consistent rate and in 2016 there
were a total of 19 specific student number risks contained on risk registers. There are
concerns regarding the long term financial sustainability of institutions should they fail to
recruit adequate student numbers but also the wider impacts of changing government
policy as well as the implications of Brexit. There is concern that, following the UK’s decision
to leave the European Union, EU students will be reclassified as international students and
will thus require visas to study in the UK.

⁴ UCAS ‘End of cycle report 2015, UCAS analysis and research’ December 2015
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Overall, 19 per cent of student number risks relate to policy /
market changes such as:
•• a failure to maintain market share and that student
number growth is limited through government policy;
•• the removal of the student number control creates a
changed sector landscape and brings greater competition
which institutions must adapt to;
•• the growth in apprenticeships as an alternative to HE
(though this is also a potential area of opportunity for
higher apprenticeships); and
•• that higher tuition fees lead to greater numbers of
students choosing to study outside of the UK or
choosing not to go on and study at postgraduate level.
International student numbers (non EU) are predicted to
increase ‘between 1.8 and 5.8 per cent per year over the next
four years’ with fee income predicted to increase from £3,555m
in 2014-15 to £4,754m in 2018-19. Over the same period,
institutions are predicting home and EU undergraduate student
recruitment to grow by 12.1 per cent. The forecasts, however,
have led HEFCE to note that institutions have demonstrated
‘an over-confidence’ in terms of international student

recruitment and that there are ‘significant risks relating to
the realistic achievement’ of home and EU undergraduate
student number forecasts⁵. In its analysis of full-time
undergraduate applications, as at 15 January 2017, UCAS
confirms that UK applications have decreased by five per
cent; while EU applications have reduced from 45,220 in
2016 to 42,070 in 2017 and that the number of applications
from other overseas nations has stayed broadly consistent⁶.
Notable risks include the potential negative ramifications
of Brexit and new forms of provision, which many learners
may see as a viable alternative to traditional undergraduate
provision.
A significant proportion of risks (25 per cent) focus on
student retention, and in particular a failure to meet student
retention targets. There are concerns that a decline in
student retention could impact upon the Teaching Excellence
Framework assessed rating and that institutional income will
reduce, which may impact upon the ability of institutions to
invest in their programmes.
In addition, whilst fewer in number, there were risks relating
to attracting quality students and recruiting students that are
sufficiently qualified.

⁵ HEFCE ‘Financial health of the higher education sector, 2015-16 to 2018-19 forecasts’ November 2016 p8-9
⁶ UCAS ‘Deadline applicant statistics: January’ 2017
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RSM’S REVIEW OF STUDENT
COMPLAINTS AND COMMENDATIONS
RSM has undertaken a review of student complaints and commendations
where we identified a number of issues institutions may wish to consider in the
aim of obtaining, and effectively dealing with, student feedback. We encourage
institutions to consider:
•• updating procedures to reflect Office of the Independent Adjudicator and
Quality Assurance Agency guidance;
•• ensure compliance with escalation procedures and communicate final
outcomes in writing, so the outcome is clear and available for future reference;
•• ensure all correspondence regarding a complaint is centrally held;
•• extend annual reporting to include the number of complaints by type
compared to prior years (to identify trends), the outcome of the complaint
(closed, ongoing, resolved), any action taken, any outstanding actions and
any lessons learnt;
•• making a standard form available electronically to staff and students so
that complaints received are in a consistent format and include sufficient
information to understand the nature of the complaint raised; and
•• training staff on dealing with complaints at an informal level to minimise
the number of complaints that reach the formal process.
Being able to respond to feedback in a timely and professional manner
facilitates the effective management of complaints, particularly when
complaints are escalated to more formal channels. Providing multiple channels
so that positive commendations from students can be gathered is of real
benefit. For example, students may not take the time to fill in a ‘comments card’
and post it to the institution but are more likely to provide immediate feedback
via social media. This feedback is then used in marketing the institution to other
potential students as peer feedback from students already studying at the
institution can be a powerful tool.
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Institutions continue to proactively
monitor their student recruitment
and retention levels so that
any significant variances are
highlighted quickly, but also to
ensure that any areas for potential
improvement in the student
journey are identified. In this aim,
information regarding a student’s
decision to leave should be clearly
documented and reported upon.
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The number of project management associated risks has
also increased marginally from 23 per cent in 2014 to 25
per cent in 2016, reflecting the significant investments that
institutions continue to make. Interestingly however the
number of estates strategy risks has declined to 19 per cent
yet some of those core risk themes identified in our last
analysis remain. There are concerns there may be delays to
implementing the estates strategy and that effective space
utilisation is not achieved. As anticipated, health and safety
related risks continue to be raised, including such as: a failure
to implement health and safety policies; that a major health
and safety incident occurs; and that institutions fail to comply
with key regulations and duty of care.

Estates strategy

The HE sector is facing a potential knowledge gap in ensuring
that it is able to keep up with and effectively utilise knowledge
and experience that exists in managing estates. In particular,
there appears to be a need to further develop a clear strategy
associated with areas such as whole life asset management,
building information modelling (BIM), predictive maintenance
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and visualisation. When combined with poor, incomplete
or out of date estates data such as condition surveys,
institutions are not making cost effective decisions when
managing their estates. In addition, there appears to be some
uncertainty in relation to the appropriate structure to put
in place such as, direct labour versus outsourced, planned
versus reactive maintenance, capital versus operating
activities, as well as important financial sustainability and
social impact considerations.
Institutions also face a wide range of environmental risks
that arise during their day to day operations. Activities such
as ensuring compliance with environmental legislation, the
procurement of goods and services and the redevelopment
or expansion of the estate, all need to be understood and
managed correctly if institutions are to avoid significant fines,
prosecution, operational disruption and reputational damage.
The environmental risks that institutions face can be complex
and wide ranging.
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Fig 7: Comparison of estates risks in 2016, 2014, 2013 and 2012 risk registers

Many institutions have made investing in the estate a priority, particularly as it is
seen as a key means of securing quality staff and students. A HEFCE study with
Frontier Economics noted that ‘an increase in capital spending of £5 million over
five years is associated with an increase of approximately 100 additional fulltime equivalent (FTE) students’⁷. It is against this backdrop that institutions are
continuing to invest substantial sums to both refurbish existing buildings but also to
provide new spaces for teaching and learning.
Estates related risks overall accounted for nine per cent of all risks in 2014 risk
registers; two years on there has been no movement in percentage terms in this
area.

Meeting student
expectations
appears to be the
key underlying
concern for
institutions

Specific risks associated with inadequate facilities have increased by 16 percentage
points since 2014, and in 2016 total 28 per cent of all estates related risks.
Many of the risks in 2016 risk registers highlight a concern that buildings and
the institutions’ infrastructure may not be sufficiently fit for purpose to meet
teaching needs moving forward or the needs of students. Students are now firmly
consumers and, as a consequence of paying higher tuition fees, they have higher
expectations. Meeting student expectations appears to be the underlying concern
for institutions and is perhaps the most significant reason as to why we have seen
an increase in risks in this area.

To manage these risks
institutions would benefit
from adopting formal
management processes
and systems that follow the
international standard ISO
14001 for environmental
management systems.

⁷ Frontier Economics ‘A review of HEFCE capital expenditure, Report to HEFCE by Frontier Economics Ltd’ 2015 p9
16
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Fig 8: Comparison of people risks in 2016, 2014, 2013 and 2012 risk registers

Six per cent of all risks in 2016 risk registers were focused
on people. Quality people are vital to any successful
organisation; the HE sector is no different. Whilst there has
been no significant movement in risks relating directly to
staff development, engagement and support since 2014, the
number of risks relating to staff recruitment, retention and
withdrawal have increased by nine percentage points. This
increase may have been impacted by a number of factors,
including particularly increased competition and by Brexit
(as institutions have previously recruited across Europe to
attract the highest calibre staff).
There are concerns that reputation and financial challenges
may hinder institutions as they seek to recruit quality
employees and that institutions may not have the staff
resource to deliver quality programmes due to either a lack of
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recruitment, failure to retain high calibre employees or staff
cuts. It is against this backdrop that we have seen greater
risks in the area of staff planning and change management.
There are risks that institutions fail to comprehensively
implement the people/HR strategy and that recruitment
and staff progression is neither planned nor appropriately
budgeted for.
Recruiting and retaining good quality people can be
challenging. Institutions invest a significant amount of
resource in the recruitment process, which can often be very
detailed and time intensive, for both aspiring employees
and the hiring institution. Institutions should ensure their
recruitment processes are as streamlined and efficient as
possible, and should consider ways to cut down unnecessary
process steps or excessive admin.

Institutions using overly detailed and long application forms
typically lose a proportion of qualified applicants who find the
process too onerous, whereas successful institutions may gather
only the necessary information to make an initial screening
decision, and then collect additional information just in time for
use later in the process. As such, institutions may benefit from
reviewing the overall candidate experience, which can be the
difference between hiring good or great people.
A clear recruitment strategy should also be in place and align with
institutional and faculty objectives. This will ensure there is a clear
understanding of the institution’s people requirements; such
as whether there needs to be a greater emphasis on recruiting
teaching staff or whether there is a need to increase research
talent, the seasonal peaks and troughs that may be encountered,
and the likely impact on management time at key points in the
year.
Whilst staff turnover can be viewed as healthy, institutions do not
want to lose expertise. Job satisfaction, improved career pathways
and development opportunities, and reward packages are all
important elements in retaining people and institutions should
be mindful to seek appropriate feedback in the aim of identifying
where any improvement can be made.
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Fig 9: Comparison of IT risks in 2016, 2014, 2013 and 2012 risk registers

Our analysis in 2014 had shown IT risks to be reducing,
totalling just 3.5 per cent of all risks. However our latest
analysis shows that the number of IT risks has increased and
now totals six per cent. Key risks are:
•• IT systems and resources fail to meet the needs of
institutions and students;
•• ICT transformation objectives or digital strategies are not
monitored, achieved or delivered;
•• institutions fail to make optimum use of existing
technology, such as developing a high quality website;

Interestingly there was no specific mention to the
incoming General Data Protection Regulation (GDPR)
within the risk registers we reviewed. Whilst the GDPR is
applicable to the UK from 25 May 2018, all organisations
have to be preparing well in advance for the incoming
changes, which will impact significantly upon HE
institutions. Whilst the legislation is detailed and has far
reaching scope, some of the main incoming provisions
include:

•• a requirement to implement a ‘data protection by
design’ approach and ensure there are records of
how personal data has been processed and notices in
place to inform individuals of how their personal data
has been used;

•• a requirement for organisations to ensure consent is
given prior to processing personal information and
this consent must be ‘freely given, specific, informed
and unambiguous’;
•• a notifiable data breach must be reported to the
Information Commissioner’s Office (ICO) within 72
hours and organisations are required to notify an
individual when their data has been breached when
it ‘is likely to result in a high risk to the rights and
freedoms of individuals’⁸;
•• individuals have the right for their information to be
deleted in instances where there is no requirement for
retaining it; and
•• a Data Protection Officer must be in place, the details
of whom should be given to the ICO.

•• IT systems are not maintained appropriately resulting in
them becoming unfit for purpose;
•• business critical IT systems fail, leading to significant loss
of IT functionality; and
•• through cyber-attack (such as virus or hacking) there is
an IT security breach.
We have seen cyber related crimes continue to evolve and
target both institutions and students directly. Ransomware
attacks and phishing scams are notable examples. Cybercrimes are becoming more sophisticated and more traditional
methods of securing systems and networks are quickly
becoming outdated.

Internal training can go a long way and staff should exercise caution by avoiding suspicious
websites and not activating links contained within emails. In addition RSM’s Technology Risk
Assurance Partner, Sheila Pancholi, notes that ‘implementing a formal cyber security
strategy and having a formally tested plan to deal with a security breach can also ensure
that losses are minimised’.

We would encourage institutions to:
ensure they have a clear understanding
of the information they hold and how it is
used; consider what internal procedure
changes may be required to be compliant
with the legislation; update internal
policies and procedures where needed;
and raise awareness of the GDPR within
the organisation.

There are a host of preventative measures that institutions can adopt in the aim of preventing a
cyber-attack. We would encourage institutions to create a culture of awareness as it is critical
that staff and students understand that data leaks and malicious attacks can occur by just one
individual opening a suspicious email, attachment or simply clicking on a link. In addition, the
need for good basic IT controls remains ever vital. There should be appropriate password controls
in place, appropriate user access for applications, devices and networks and security measures
should be implemented for those who use their own devices.
⁸ Information Commissioner’s Officer ‘Overview of the General Data Protection Regulation’
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BREXIT AND INTERNATIONALISATION
The UK’s decision to leave the EU holds a number of risks and
uncertainties for a sector that is increasingly looking to the
international market for students but also to deliver provision
and to recruit staff. In our latest analysis of risk registers: 4.5
per cent of risks were focused on internationalisation; two per
cent on visas and immigration; and just one per cent related to
Brexit. Our core analysis focused on the contents of strategic
risk registers; however, we know institutions have developed
specific Brexit risk registers, which may explain why the number
of Brexit related risks on the corporate risk register is so low. As
Article 50 is triggered and more information becomes available
from government on what Brexit means for HE we would
anticipate the number of Brexit related risks to increase.
The Minister of State for Universities, Science, Research
and Innovation, Jo Johnson, confirmed that EU students can
access Student Finance for entry in 2017 and for the duration
of their course thereafter. Yet, no indications or comments
have been made regarding entry in 2018.
Furthermore, during the summer, the Treasury gave some
reassurance to institutions by confirming that ‘all structural
and investment fund projects, including agri-environment
schemes, signed before the Autumn Statement will be fully
funded, even when these projects continue beyond the
UK’s departure from the EU’⁹. Chancellor, Philip Hammond,
went on to note that institutions participating in the EU’s
Horizon 2020 programme will also have their award funded
by government even if the official Brexit takes place whilst
the projects are still in progress. There remain key questions
such as how changes to ‘freedom of movement’ rules may
impact both students and academics given that the current
position is that the UK will leave the single market to enable
‘controlled immigration’.

AN INTERNATIONAL PERSPECTIVE
Key Brexit risks relate to:
•• potential changes to current visa rules which could mean
that visas are required for both EU staff and students;
•• the long term future of the Erasmus+ programme;
•• that ventures with overseas partners could become
more complex and subject to greater regulation;
•• goods may become more expensive increasing financial
pressures for institutions;
•• in terms of finances, the pound becomes weaker,
borrowing could be harder and there may be VAT
changes;
•• the implications of Brexit in light of the proposals in the
Higher Education and Research Bill; and
•• the potential for the Brexit vote and forthcoming Article
50 negotiations to be interpreted negatively by EU
students and academics, who may not feel they are
welcome in the UK to study and teach.
HEFCE has noted that a key challenge for institutions
centres upon whether they are able to achieve growth in
the market for overseas students, as it will be increasingly
important if surplus projections are to be achieved¹⁰. Whilst
EU student recruitment had increased during 2015, the
Brexit vote brings a more uncertain future for the sector and
one which will undoubtedly hold a number of challenges.
This is demonstrated through the analysis of full-time
undergraduate applications made by 15 January 2017, which
reveals that EU applications have decreased by seven per
cent since the same period in 2016¹¹.

With the HE sector becoming increasing internationalised, it is
beneficial to get a truly international picture. RSM Australia has
extensive experience in the HE and Vocational Education and Training
(VET) sectors and through their work with clients have identified
some key risk areas and challenges currently being faced, some of
which are not dissimilar to those identified by HE institutions in the UK.
Key risk areas for Australian institutions include:
•• cyber security – there has never been more ‘pressure’ on the security and
integrity of data within the HE and VET sectors, particularly in relation to the
security of student and syllabus data. In recent times, professional hackers
in the Asian region have infiltrated some Australian HE and VET providers
and accessed student records to produce counterfeit academic transcripts
for ‘paying customers’. The increasing presence of ‘online learning’ is also
adding to the cyber risk, with ‘cloud security’ remaining an unknown by some
providers;
•• competition – the HE and VET sectors are becoming increasingly competitive.
The need to attract students has never been as high as it is now, with
geographic barriers to study being all but abolished;
•• fraud and corruption – government departments, particularly in Australia,
have been focusing on fraud and corruption control in the HE and VET sectors
in recent times. Areas such as procurement, purchasing, payroll, cash handling,
and investments have been heavily scrutinised with a greater need for
transparency and rigor around government and third-party funded operations;
•• sovereign risk – both local and international government policy change is still
the major risk at most HE and VET institutions. Overnight these institutions
can be forced to change how they deliver based on a change of government, or
a change in government policy, that they have little or no control over;
•• quality – maintaining quality provision in an internationally competitive
environment where government funding is being squeezed into more places
(ie volume) ahead of quality. The quality issue has also resulted in employers
not valuing the qualifications of graduates and looking to implement their own
training;
•• social media – control over inappropriate use of various platforms;

We would encourage institutions to ensure their risk profiles fully cover
all Brexit related risks and that risk registers are updated as information
is confirmed by government. We would hope that the Education
Committee’s enquiry on ‘The impact of exiting the European Union on
higher education’, announced on 29 September 2016, will help to further
highlight some of the central issues for the sector.

•• student experience – being able to attract and retain students by providing
the best facilities such as, in the physical environment and IT equipment, but
also through appropriate student support; and
•• fraudulent providers – deregulation has resulted in fraudulent providers
attracting under-privileged students, from low socio-economic backgrounds,
in order to attract government funding up front, while those students do not
go on to graduate.

⁹ Gov.uk ‘Chancellor Philip Hammond guarantees EU funding beyond date UK leave the EU’ August 2016
¹⁰ HEFCE ‘Financial health of the higher education sector’ March 2016
¹¹ UCAS ‘Deadline applicant statistics: January’ 2017
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Whilst many
risks link to the
TEF, few directly
referred to the
new framework
itself

TEACHING, QUALITY AND
STUDENT SATISFACTION
Our latest review of risk registers continued to highlight risks in relation to
student satisfaction, quality, and learning and teaching. There are risks that:
•• institutions fail to make required improvements to the student journey
which then impacts negatively on student satisfaction levels as
reflected in national survey scores;

We would encourage institutions
to fully consider the TEF and in
particular the detailed specification
for year two and identify all
associated risks and controls to
ensure risks in this area are being
appropriately managed.

•• that a deterioration in certain departments such as student services,
leads to a decline in the student experience;
•• that teaching quality does not remain high or that planned
improvements in delivery are not achieved;
•• that poor quality results in student complaints and may lead to
financial compensation;
•• there is a failure to implement a curriculum that is fully reflective of the
needs of students; and
•• that new learning and teaching models are not delivered on time, that
courses do not offer the right mix of scholarship, research and professional
practice and that innovation and best practice is not driven through.
All of this, of course, has reputational consequences for institutions and may
ultimately result in lower student numbers and therefore, reduced income.
Quality has always been important for institutions, but the new Teaching
Excellence Framework (TEF), for the first time links ‘the funding of teaching
to quality, not simply quantity’¹².
As part of the TEF, institutions will be assessed on their teaching quality and
the outcomes achieved by students and from autumn 2017, only ‘providers
that excel’ will be free to increase their tuition fees in line with inflation. In year
one of the TEF institutions that pass ‘a baseline quality standard’ will be given
a ‘Meets Expectations’ award and will be able to set fees for full time courses
between £6,165 to £9,250. Year two of the TEF will be more intensive, with
institutions assessed on teaching quality, the learning environment, student
outcomes and learning gain. Institutions will be assessed by a review panel,
which will use a number of different metrics such as student retention rates
and National Student Survey results.
Whilst many of the risks on risk registers are linked to the TEF, there
were few that directly referred to the new framework itself. We did find,
however, concerns that the TEF could impact negatively on institutions’
reputation, may reduce student numbers (both recruitment and retention
rates) and impact finances.

¹² Department for Education ‘Policy paper: TEF Factsheet’ September 2016
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RELATIONSHIPS
Making up five per cent of all risks in risk registers, key
relationship risks include:
•• a break down in the institutions relationship with the
students union;
•• institutional reputation is damaged through a failure to
engage with and support local businesses;
•• failure to build strong relationships with further education
colleges, which could impact upon future student
recruitment;
•• failure to engage and work in partnership with local
schools;
•• that strategic alliances are poorly managed and
ultimately damage the relationship itself and the
institution’s reputation; and
•• academic provision delivered by a partner institution is
not of sufficient quality.
With the government consultation, ‘Schools that work for
everyone’ universities could in future play ‘a direct role in
improving school quality and pupil attainment’¹³. Under the
proposals the government states that, in return for charging
higher tuition fees, universities must either establish a new
state school (where the costs will be met by government) or,
sponsor an academy trust.

¹³ Department for Education ‘Schools that work for everyone’ September 2016 p3
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OTHER THEMES AND OUTCOMES

CONCLUDING COMMENTS

Legal risks have increased by 2.5 percentage points since 2014. Institutions now have risks in relation to
complying with the prevent duty, which is a requirement under the Counter-Terrorism and Security Act
2015. There are concerns that: institutions fail to implement the prevent duty effectively; that HEFCE
reporting requirements will not be complied with; institutional reputation is negatively impacted where
there is non-compliance; and that the duty itself may impact upon academic freedoms.

The risk horizon for HE is evolving quickly and the need to
identify risks and opportunities and mitigating factors in real
time will be key to navigating the changing sector.

Whilst many risks have reputational consequences, just three per cent of risks on risk registers relate
to reputation directly. There are concerns that a loss of reputation could damage institutions’ ability to
recruit and enter into partnerships however many relate to the inability of institutions to manage their
brand effectively and reach their desired audience.
In relation to regulation, there are risks regarding non-compliance, particularly with external
standards and external information and quality requirements from bodies such as HEFCE and the
Quality Assurance Agency (QAA). There are concerns that statutory return deadlines are not met
and employment rules are not adhered to.
In terms of research, there are concerns that: institutions may not be able to further build on outcomes
achieved in the 2014 Research Excellence Framework; institutions fail to achieve recognition in the next
exercise; there is a failure to raise the profile of research activity and further develop the internal research
culture; that levels of research activity do not increase in line with plan; and that research is impacted by
academic weaknesses and quality issues.
The majority of assessment risks relate to the institution’s league table position. There are concerns
that league table positions may decline, impacting upon reputation, but also that league table position
does not improve, particularly in comparison with competitor institutions. In addition, institutions
are concerned that they fail to achieve satisfactory outcomes from external reviews such as those
conducted by the QAA and Ofsted.
There are risks that institutions’ leadership and management teams do not hold key skills and
experience, which results in poor decision making, and that there is a lack of strategic direction from the
senior management team.

The Prime Minister has stated her intention to ‘continue to
attract the brightest and the best to work or study in Britain'
coupled with an immigration system that would be controlled
much more tightly. While the Brexit white paper confirms ‘the
UK will always welcome genuine students and those with the
skills and expertise to make our nation better still’¹⁴ Brexit
undoubtedly has long term implications for the HE sector, and
institutions will need to adapt to changes in the immigration
status of EU students. In addition, there may be fee rises for
EU students who study in the UK, while visa requirements
for staff and students will need to be understood. Institutions
must also assess their research funding and understand
what potential losses, or opportunities, there may be in
a post Brexit environment. As the implications of Brexit
emerge for staff, students and research funding the risks
in this area are likely to grow in number and feature more
prominently on risk registers.

The HE sector landscape continues to change with the
introduction of the TEF, Office for Students and UK Research
and Innovation, while other innovations such as digital
technology have the potential to enhance student engagement
and improve the learning environment. Institutions are
clearly having to adapt to new regulatory requirements, while
enhancing their learning offer and maintaining quality; such
changes will need to be navigated carefully if institutions are to
harness the opportunities they hold.
While the best risk management can never negate the
potential for a risk to materialise, ensuring risk is understood
and managed effectively, efficiently and proportionality can,
and does help. Furthermore, consideration should be given
to the robustness of assurances received to provide comfort
that controls in place to manage and mitigate risks are indeed
effective, or to highlight where controls in place may be
insufficient or not operating as intended.

We have seen an increase in student number risks during
2012 to 2016, as the student number control was removed
and the market opened to new competitors. Yet risks in
this area are likely to continue to increase as competition is
coupled with a UK demographic down turn in the number of
18 year olds in the UK and the reality of a post Brexit world,
which may see recruiting EU students far more challenging.

Institutional or programme specific risks are focused upon those risks that are often unique to the
institution, as a result of the very specific nature of a course programme or learning aim. They include for
example the farm risks that would only be relevant to an agricultural institution.

¹⁴ HM Government ‘The United Kingdom’s exit from and new partnership with the European Union’ February 2017 p.14
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